This paper deals with the issue of computer security, which aims to develop a robust and independent security architecture. This architecture consists of several probes spatially distributed to several locations in the network (sensitive servers, DMZ, workstations, etc.). These probes are NIDPS, HIDPS, KIDPS and Arduino Yun Board. These same probes were semantically distributed according to three threat detection methods. At the end of this paper, we developed a hybrid system consisting of a software IDPS represented by a probe developed under Visual C ++ and an embedded solution developed under Python in an Arduino YUN board. We carry out a series of computer attacks on our detection system to assess its response time.
INTRODUCTION
IDPS are important computer network security system.
In this paper we will present a combination of two IDPS configuration. The first configuration is a software solution developed with Visual C++.
The second configuration is a hardware proposal embedded in an Arduino Yun board.
On these systems, we will make several computer attacks to see their reactions.
But before we begin, we'll introduce the concepts: detection method and distributed system and then we'll present the Arduino Yun Board.
COMMON DETECTION METHODS
Intrusion detection is the process of monitoring the events occurring in a computer system or network and analyzing them for signs of possible incidents, which are violations or imminent threats of violation of computer security policies, acceptable use policies, or standard security practices. [1] Among the detection methods used by IDPS, we find: 
DISTRIBUTED SYSTEM
A Distributed system can be distributed based on an existing conceptual distance between its components.
This distance can be: 
ARDUINO YUN BOARD
The Arduino Yun is an electronic board that uses the Atmel processor ATmega32U4. Besides of that, it has an additional processor: Atheros AR9331, that turn the Linux distribution OpenWrt Linino. 
Spatial Distribution
To secure the network while focusing on the concept of load reduction and increased response time, the security system will be deployed and distributed spatially in the network. It will be composed of several distributed software IDPS (hereinafter referred IDPS) and hardware embedded Arduino IDPS sensors (hereinafter referred ARD). And for a more reduction of the data loading on these sensors, they must be accompanied by pre-filtering firewalls which analyze the data stream before capture. Moreover, and for a complementary security solution we will combine between NIDPS and HIDPS. HIDPS will be deployed on the machines in the DMZ and on important servers. We can also add KIDPS (K: Kernel) for sensitive machines. Below the list of probes that we will use: 
Semantic Distribution
In this step, we proceed to a second distribution, a semantic one based on IDPS method detection. This distinction aims to specialize the IDPS.
Thus, each IDPS and ARD will be divided into three parts: 
TEST RESULTS FOR THE HYBRID SYSTEM: IDPS/ ARD
To achieve our simulation on our system, we have developed 3 Systems:
The first is an application developed with C ++ making the role of an IDPS exploiting the PCAP library.
The second is a Python script embedded in a Yun Arduino board and doing the role of an IDS by exploiting RAW socket.
The third system is an application that generates targeted intrusion attacks.
Thus, we will initially attack a system protected by the binomial HIDPSS and ARD and secondly the case of a system protected by the binomial NIDPSS and ARD.
HIDPS/ARD System

Diagram of the simulation
As a first step, we will pair an HIDPSS and an ARD as below:
Case HIDPS/ARDS
Evaluation of the detection time
We carry out a series of attacks on our detection system to assess its response time to an attack. Thus we get the results below. But, nevertheless, we note that:  The threat detection rate HIDPS is 100% at the time the ARD is only 53.3%  The detection time of the HIDPSS is significantly better than that of ARD Thus, we discover that an embedded system is not in all cases the fastest system. But it depends of security purposes.
NIDPS/ARD System
Diagram of the simulation
In this case we pair an NIDPSS with an ARD as below: 
Evaluation of the detection time
We carry out a series of attacks on our detection system to assess its response time to an attack. Thus we get the results below. But, nevertheless, we note that:
 The detection rates of ARD and NIDPS are not 100%  The ARD detection time is on average faster than the NIDPSS Thus, we can notice that unlike the previous case, the embedded system has better performance.
CONCLUSION AND FURTHER WORK
In this paper, we proposed hybrid security architecture based on a distributed approach of NIDPS, HIDPS, KIDPS and Arduino Board according to spatial and semantic distributions based on detection method.
We noted that the embedded system has, in the case of an analysis of the network, the fastest response time, when the software system prevails in the case of the direct protection of a host. Nevertheless, the software system offers opportunities for more advanced prevention. These results support the importance of our probes combination and distribution in the design of our security architecture. A distribution that covers various scenarios and ensures in all cases the best response time.
As further work, we can study the possibility to create with Arduino Boards a Proxy system to improve the prevention of the embedded system.
